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Risk Management of Information Security 

 
(I) The information security risk management framework, the information security 

policy, specific management plans and the resources invested in information security 

management 

1. Strategy and framework for business information security management 

(1) To ensure normal operation of the information equipment and systems related 

to our operations, we have established a strategy and a framework for 

information security management, including defining relevant regulations 

and human–machine operating procedures, as well as enhancing management 

of the preservation and protection of operating assets. 

(2) We also promote employees’ information security awareness and strengthen 

their awareness of related responsibilities. 

(3) We ensure that our key core systems maintain a certain level of system 

availability. 

2. Information security policy 

(1) To ensure the security of our information resources, we have established an 

information security policy. 

(2) The Information Department of our group is responsible for establishing 

information security regulations and systems, planning and executing 

information security operations, and promoting and implementing related 

policies to ensure the security of our information resources. 

3. Strengthening information security awareness 

To continuously enhance and improve the information security awareness of 

corporate group employees, the information security unit initiates 

information security campaigns. These campaigns promote basic information 

security concepts, the latest information security trends, and the newest 

hacking techniques. The information security unit also sends out periodic 

security announcements via email, reminding employees of adjustments to 

corporate group security rules and potentially risky behaviors, aiming to 

reduce the likelihood of information security incidents. 

4. Specific management plans 

(1) Access control, regularly reviewing personnel access records, and taking 

protective measures for physical information equipment. 

(2) User authorization review procedures to protect the security of access to our 

data. 

(3) Establishing an information security organization responsible for 

implementing information security policies, and promoting and supervising 

our activities concerning information security prevention, crisis reporting and 

emergency response. 

(4) Prohibiting the use of non-copyrighted software to prevent malicious 

software such as viruses and Trojans. 

(5) Strengthening of data security and backup mechanisms. 

(6) Monitor security vulnerability advisories to ensure timely patching of 

high-risk vulnerabilities, and conduct periodic security patch assessments for 

hardware, system components, databases, and software. 

(7) Upgrade cybersecurity equipment and mechanisms to bolster defense 

capabilities. 

(8) Holding regular meetings to evaluate and review amendments to the 
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information security policy. 

5. Resources invested in information security management 

In order to improve our overall information security capabilities, we have 

completed enhancement measures for the following management plans: 

(1) Strengthening internal and external defense mechanisms as well as the 

capabilities for detection and analysis of abnormal traffic . 

(2) Enhancing data protection mechanisms and backup operations, and 

improving the framework for data backup and recovery. 

(3) Appointing a chief information security officer and a dedicated information 

security team. 

(4) Information security education, training, and awareness campaigns. 

(5) Joining organizations that share intelligence of information security. 

(6) Continuous investment in strengthening information security protection. 

The company invested a total of NT$ 2.06 million in 2025 to purchase and 

replace information security-related software and hardware equipment. 

(II) In the most recent year and as of the date of the annual report's printing, losses 

incurred, potential impacts, and response measures due to significant cybersecurity 

incidents 

In the most recent fiscal year and up to the date of the annual report's publication, 

there have been no significant incidents related to information security that have 

resulted in financial compensation or losses.It has proven that our cybersecurity 

management measures are effective. Nevertheless, we still need to remain vigilant at 

all times and further strengthen our capabilities in information security protection 

and risk management. In the event of an information security incident, the 

information security team must identify the type of the incident and find the source 

of its problem as soon as possible, deal with the incident promptly, and report it to 

the competent authority to minimize losses. 


